	Job title:
	Business Information Security Officer

	Line manager:
	Ashley Pereira

	Grade (if applicable):
	

	Direct reports:
	0
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	Role purpose:

	
The Business Information Security Officer (BISO) is responsible for building close business relationships to understand their critical business activities to effectively plan and deliver information security initiatives that enable Peabody to deliver strategic objectives. 
 
The purpose of the role is to be the primary security representative between the business, technology, security and resilience.

Have awareness of a broad set of information, cyber security and resilience controls and how they can reduce the causes of harm to Peabody colleagues, customers, brand, and reputation. 

The role supports the bridging into the fields of risk management, regulatory compliance, and security, and will develop relationships with all group entities and external suppliers to ensure risks are appropriately managed.

Key Responsibilities

Business Partnering and Advisory

· Collaborate with business partners to initiate risk assessments to identify and prioritise threats and provide business risk reduction controls to protect business revenue, brand, reputation and harm to colleagues and customers.

· Collaborate with the business and relevant teams to implement, monitor and develop appropriate policies, procedures, standards and technical controls.

· Plan and implement testing and the on-going monitoring of security control across critical business services to ensure the effectiveness and opportunity for improvement.

· Identify and effectively communicate new and emerging threats or changes in regulations and present proposals for new controls.

Governance and Reporting

· Co-chair and where necessary chair the information security working group, coordinating agendas and actions.

· Create, manage and contribute to Key Risk Indicators and Key Performance Indicators to appropriate stakeholders and committees.

· Manage security exception and waivers with time bound restrictions.

· Escalate breaches of policies, procedures and standards.

· Work closely with the data protection team to ensure Peabody’s compliance with the General Data Protection Regulation (GDPR) and Data Protection Impact Assessments.

· Assist with preparation for internal and external audits and third-party questionnaires e.g., NHS Data Toolkit and Cyber Essentials, driving change where necessary to achieve and maintain certification.

Policy, Standards and Procedures

· Support or lead on the development, implementation, and improvement of Peabody’s information security programme, including policies, procedures, and standards.

· Align policies to appropriate frameworks and standards (e.g. ISO27001, NIST CSF, NCSC Cyber Assessment Framework).

Supplier and Third-Party Risk Management

· Run tiered due diligence pre-contract, ensuring contractual security and resilience clauses, driving appropriate on-going assurance.

· Coordinate independent assurance where appropriate (e.g. penetration testing, audit reports).

· Manage supplier findings and risks with business activity owners.

Awareness and Culture

· Design and deliver targeted education and awareness programmes, where necessary utilise third parties to deliver bespoke training; leverage multiple channels (e.g. blogs, online training and in-person events). 

· Measure effectiveness of the awareness programmes and iterate based on feedback and behavioural metrics.

· Build and support a security champion network.

Incident Readiness and Response

· Maintain incident response playbooks, co-ordinating response to security incidents and data breaches.

· Support post incident reviews and track corrective and preventative actions to closure in partnership with appropriate departments or functions e.g. I.T Operations, Data Protection, Business Continuity, Legal, Contracts and Licensing.

Resilience and Continuity

· Collaborate with Business Continuity and Resilience to conduct risk assessments on critical business services and processes.

· Validate cyber recovery objectives and exercise response and recovery scenarios.

Horizon Scanning

· Track changes in threat landscape, technology and regulation recommend control improvements and investment priorities.

· Contribute to multi-year control capability maturity road maps and benefits realisation.


	
Work Experience

· Experienced in information security, technology and risk related disciplines.
· Experience in implementing security frameworks or aligning to NIST Cyber Security Framework, ISO27001, NCSC Cyber Assessment Framework and NHS Data Security Toolkit.
· Strong track record of building partnerships with peers.
· String experience in delivering education and awareness training.
· Professional certifications (e.g. CISSP, CRISC or similar experience)
· Cloud security experience (e.g. shared responsibility model, cloud security posture management, cloud native threats).
· Good understanding of Data Protection Act 2018 / GDPR)

Personal Skills and Experience

· A persuasive, articulate communicator who is adept at communicating information security related concepts to a diverse group of stakeholders (including non-technical audiences) and executive directors. 

· Strong interpersonal, presentation, collaboration, facilitation, and negotiation skills.

· Confident in the use of different communications channels e.g., blogs, podcasts, online training and social media

· A proactive mindset, able to raise awareness not just of the issues that affect Peabody now but also future issues.

· Team player with a high level of attention to detail, skilled in working within a collaborative and agile environment.

· Ability to demonstrate a flexible and proactive approach finding solutions to a problem using different resources. 

· Ability to plan and organise own workloads.

· Excellent written and communication skills tailored to desired audience. 

· A flexible approach to tasks and prepared to assist in matters outside of business-as-usual scope. 

· Able to listen to, understand and respond to business requirements, willing to negotiate and influence compromise across conflicting requirements to produce high level and innovative solutions/approaches.  
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